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Although seemingly obvious and pragmatic, the areas 
that follow are too often marginalized to some degree 
during the Smart Grid program due to many contributing 
factors. Timing constraints on Smart Grid funding, 
internal resource constraints and even ignorance have 
been contributory on past programs along with other 
factors. Faced with the extremely small probability that 
any given Smart Grid program will occur under optimal 
circumstances, it pays to be aware of the following 
focus areas and to consider how to apply their lessons, 
regardless of where in the lifecycle a Smart Grid 
program currently resides.

•	 Choose More Security Involvement
•	 Nominate A Security Liaison Role
•	 Build and Deploy Securely From the Start
•	 Identify What Needs to Change

Choose More Security Involvement
Engage security resources early and often. Although 
elegant in its simplicity, too often this practice is not 
applied and the appropriate security resources are not 
involved as broadly or often as necessary. Security 
casts a large footprint on a Smart Grid implementation 
program, and even though some critical areas are 
obvious, others may not be as straightforward. Smart 
Grid implementers don’t just need their security 

resources to review firewall configurations, but rather 
to take an active role in a broad range of activities. 
Some of the most important of these are addressed in 
the following.

•	 Business Case Development – Security will most likely 
add a number of costs to the Smart Grid business 
case, including but not limited to acquisition costs 
for hardware, software, services and training, as well 
as ongoing costs associated with these items and 
others. Additionally, funding restrictions and other 
potential regulatory constraints mean the business 
case will likely need input and guidance from 
security resources relative to procurement and even 
cost allocation to the program and larger enterprise.

•	 Cyber Security Planning – Smart Grid investment 
funding is based on a number of core application 
criteria, the Cyber Security Plan being one of these 
that must be accepted before such funding is 
granted. Although fairly straightforward that security 
resources would be involved in the development of 
the Cyber Security Plan, the key takeaway is that 
these same resources would optimally apply that 
knowledge base to activities such as Conceptual 
Architecture, Vendor Selection, etc.
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•	 Solution Architecture – Even before Vendor Selection, 
a Smart Grid program would optimally start to develop 
a solution architecture that presents a series of aspects 
or views as to how that solution would interact at a 
logical level, the candidate platforms on which it will 
be deployed, how integration will occur, candidate 
Electronic Security Perimeters (ESP) and network 
enclaves, instrumentation points and management 
components, and many other architectural facets that 
must align with and incorporate security controls. The 
solution architecture will help to frame and codify the 
organization’s vision, as well as to communicate that 
vision to vendors and partners.

•	 Process Refinement – The instantiation of a Smart 
Grid solution will likely require the development of new 
business and operational processes, and refinement of 
existing processes as well. These processes may have 
both automated and manual elements that span multiple 
new systems. Security has an important role to play in 
these activities. Consider a simple example, yet one that 
causes worry for nearly every AMI implementer: Remote 
Disconnects.

	 Although the implementer may already have an existing 
disconnect process, the ability to perform this operation 
remotely changes the landscape from a security 
perspective. Given this new capability, security resources 
should help the organization to evaluate which of their 
business and operational entities should be able to 
initiate this process, how to ensure separation of duties 
so that one entity (person) cannot shed load en masse, 
and alternatives for ensuring transactional closure (i.e. 
“We wanted to disconnect these 10 endpoints; how can 
we be sure that the operation completed correctly in a 
manner we can audit and prove, or if not what remedial 
action should we take?”), among others. 

•	 Vendor Selection – A key engagement area for security 
resources, their expertise will help the organization 
to evaluate the security posture of candidate vendors 
and their offerings, as well as how well aligned their 
proposed solution will be with the organization’s solution 
architecture vision. For example, whether candidate 
vendors follow a formalized Security Development 
Lifecycle, perform regular third-party testing and 
certification, and other best practices are important 
assessment criteria.

•	 Program Documentation – Throughout a Smart Grid 
program, formal documentation is usually required 
that reflect the decisions and rationale around security 
designs, compensating controls, disaster recovery and 
resiliency mechanisms, security practices and other core 
solution aspects. Not only does such documentation 
need to be developed, but this information must 
also be protected appropriately both internally to the 
organization as well as relative to outside entities.
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Nominate A Security 
Liaison Role
Since security concerns and activi-
ties will likely influence broad areas 
of a Smart Grid program, ensuring 
consistent oversight is a key require-
ment. Very often, the organization’s 
existing security resources cannot 
devote significant amounts of their 
time to the program, making consis-
tent oversight challenging at best. 
The security liaison role doesn’t nec-
essarily need to be a full-time activ-
ity, however it needs to be engaged 
consistently throughout the pro-
gram and fully involved during criti-
cal activities. This role should help 
to facilitate – relative to security – 
communication and cooperation 

among vendors, individual project 
managers, application and business 
function owners, technical staff and 
program executives.

Build and Deploy Securely 
From the Start
Key areas of security concern are too 
often overlooked or buried in different 
project plans with little coordination. 
Although often unwieldy to place 
every program management activity 
in a single plan, there needs to be 
cohesion between individual plans 
within the Smart Grid program, 
where the detailed activities and 
tasks are in one plan and appropriate 
touch points and milestones are 
incorporated into other plans. Some 

of the most important of these  
areas that usually span multiple 
project plans include:

•	 Develop and Integrate the 
Security Project Plan – The 
security project plan should be 
the central point for all security 
related activities – from firewall 
acquisition and configuration to 
creating enterprise directories 
– with logical touch points from 
and into other project plans 
within the Smart Grid program. 
For example, acquiring and 
configuring additional firewalls 
should articulate its activities, 
dependencies, resources and 
milestones within this plan, and 
incorporate appropriate influence 
and interdependent milestones 
from other project plans in the 
program. Likewise, those project 
plans should also reflect relevant 
milestones and interdependencies 
from the security plan.

•	 Plan Multiple Environments – 
Having multiple environments (e.g. 
Production, Disaster Recovery, 
Test, Development) for a Smart 
Grid deployment is nothing new 
and is a best practice in general. 
The key takeaway here is to 
ensure, with respect to pragmatic 
organizational constraints of 
budget, resources and others, 
that these environments can help 
to facilitate security posture and 
deployment in the solution. In 
other words, as much as feasible, 
make appropriate provisions to 
have Disaster Recovery, Test and 
Development environments that 
can accurately model the same 
security architecture (albeit 
perhaps at a reduced capacity 
in some cases) as Production. 
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	 Additionally, provisioning a “Sandbox” environment 
has become increasingly common as an area for IT 
resources, including security, to perform certain types 
and levels of testing and proof of concept.

•	 Harden First, Then Relax With Reason – A fundamental 
best practice in security is to harden systems, 
networks and other infrastructure components first, 
and grant permissions only after that hardening is 
complete and tested. In many cases, there are several 
factors that may work against this practice within a 
Smart Grid program, including everything from vendor 
hardware and software installation to compressed 
timeframes. For example, the inability for product 
vendors to communicate simple requirements such 
as port numbers, protocols, source and destination 
systems and other hardening information is still much 
too common an occurrence.

•	 Test Security Controls and Monitoring Early – The 
design, deployment and testing of security controls, 
instrumentation components, and subsequent 
monitoring and management will be absolutely critical 
to long term solution viability. Unfortunately, these 
items are often deferred or reprioritized during project 
execution when in fact the opposite should happen. 
Not only do Smart Grid implementers want to have 
these items in place as early as possible in order to 
be able to appropriately test them, these items in 
fact can help facilitate the security development and 
testing of the rest of the solution.

Identify What Needs to Change
The advent of a comprehensive security posture for a 
Smart Grid program will very likely give rise to the need 
to refine or instantiate changes in many areas of the 
enterprise. Although not a complete list of questions 
for consideration, some of the most common security 
changes driven by a Smart Grid program include:

•	 Policies – In many cases, security influences on 
existing policies drive appropriate refinements. For 
example, policies for several areas from subcontractor 
hiring and work to mobile devices to remote access 
could be affected. The enterprise may also need to 
enact new policies in some cases.

•	 Processes – Probably the biggest area for potential 
change due to the influx of new processes and 
the extension of existing processes over multiple 
disparate systems. For example, with the potential 
advent of new field tools and platforms for AMI, does  
the organization need to refine its Mobile Device 
Lifecycle process and infrastructure such as mobile 
device security? 

•	 Organizational Capabilities – A common area for 
change is the organization itself. What new or expanded 
roles will need to be created, and will those roles need 
specialized training such as CIP awareness, Linux 
administration and security, and others? Relative to 
process changes, what organizational security changes 
should support potential changes such as separation 
of duties, field service, key management and others?

•	 Partners – What changes are needed with respect 
to existing outside partners? For example, will the 
organization need to restrict permissions and expand 
auditing in various domains due to integration with 
new Smart Grid components? What changes, such 
as new systems and protocols, might be needed 
with security partners such as logging/scanning 
services, vulnerability/pen testers and others? Will the 
organization need to add new partners due to changes 
in policies, processes and capabilities?

The continuing evolution of standards and guidance 
relative to Smart Grid security is necessary and contributory 
to the entire industry. Smart Grid implementers should 
remember, however, that guidance is only as effective as 
the execution that accompanies it.
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